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ITouTH Ka)KAbIA U300peTare/ib CUCTEMbI I
yoexaeH B HEBO3MOKHOCTH B3JI0MA CBOEIO je



5a 1 (1700 roa)






00 onpeaenenuun B Kosuieruro MHOCTPAHHBIX 1€
ObIBIICI0 MNP AKajeMUHd HayK 1
jocTul-para  Xpucruana Toabpadax
COBETHHKOM C xasoBanbeM 1500 pyoJien,
HEeJI0AAHHOI0 eMy B AKaJeMuH Ha
0 BbIAaUe eMy BIepejl :KAI0BAHBS.




Poccus 18 Bek
Xpuctuan I'oabaoax (1690-1764)
®pann Yabpux Teogop Inunyc (1724-1802)

20 Bek
1918 r. - onuH U3 caMbIX 3aMedyaTeJIbHbIX TPYIOB B 0
kpunroanajauiza W.F.Friedman “The Index of Coinci
Applications in Cryptography”, Riverbank Labs. 1920.
1924 r. I1aTteHT Ha POTOPHYIO MIM(PPOBAIBHYIO
E.H.Hebern “Electronic Coding Machine”,
30 Sep.1924.

1920-1949 3a otHUM HCKJII0YE€HHEM OTKPBITASA JI
HCKJII0YeHue coctaBuiia padora 1949 r. C.Shan
Communication Theory of Secrecy Systems”



Kpunroamnajaus

* Krypt0s. CKpBITBIA
* analyein. YCTpaHATH, peliaTk

Term coined in 1920
py Willlam F. Friedman.

« Born in Moldavia
- Chief cryptologist at NSA,1950s.




Cold War Soviet Cryptanalysis

« Soviet Union was breaking codes and employed at least
100 cryptologists. ..

[Source: Cryptologia, interviews by David Kahn
with gen. Andreev=first head of FAPSI=Russian NSA]

Example: In 1967 GRU (Soviet Intelligence) was intercepting
cryptograms from 115 countries, using 152 cryptosystems,

and among these they broke 11 codes and “obtained” 7
other codes.






HIungp Le3aps (38 — 51 1.H.3.)

ANYONE EKNOW WHERE I CAN GET DECENT PIZZA?
dgbrgh ngrz zkhuh 1 edqg jhw ghfhgw slccd?

Zre=10,1,.... 25} k € Z

IHoacranoBka Ile3aps

Ck :x = vy = Ck(x) = (x + k) (modulo 26)

Addunnbiii mmdp Hesaps

Ajk 1 x = y=Ajk(x) = (jx+ k) (modulo 26)
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X—=> V= (_}?{]a}?h- . -a_}?n—|)a

MoHoasipaBUTHAA MOACTAHOBKA

(X0s X1sevesXp—1) = (Y0s ViservsVn—1)

OO01ee NpaBUJIO NMOACTAHOBKH
vi = 0(x;)

IHommangaBuTHAA MOJACTAHOBKA

0<i<n.

Vi = Ci, (x;),




Porta’s Traicte des Chiffres (1585)
Blaise de Vigenere 1523

A Treatise on Secret Writing

Plaintext
Key A B C Y Z
0 a b c v z
1 b c d Z a
2 c d e a b
25 Z a b x

(kﬂa kla *_*' s kr—l)_ E — (k{]? kl? .
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Edward Hebern’s Electric Code Machine (U.S. Patent no: 1,673,072).



Jan. 24, 1928.

1,657,411
A. SCHERBIUS

CTFHERTNG MACHINE
Filed Feb. 8, 1323
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Patent no. Year Country Patenter Description

52,279 1919 Sweden Arvid G. Damm

1,484,477 1924 United States Apparatus for enc/deciphering
code expressions

1,502,889 1924 United States Production of Ciphers

1,540,107 1925 United States Apparatus for the production of
cipher documents

10,700 1919 Holland Hugo A. Koch Geheimsschrijtmachine

1,533,252 1925 United States Printing telegraph system

1,657,411 1928 United States Arthur Scherbius Ciphering machine

1,510,441 1924 United States Edward H. Hebern Electric code machine

1,861,857 1932 United States Cryptographic machine




Output Xe

A -«—— Input Plaintext

= OQutput Cipherte

Or % % % U RL R Ry S

Stator Left Rotor Middle Rotor Right Rotor

| +4V
B A
B O9HUT'ME I u 8 9QHUT'ME Bepmaxrma «peryispHoe» mepeMenieHue poTOPOB
obecreynBaJIOCh OJIarogapsi HAJIMYUIO 00H020 11a3a B aAPasumHom Koavuye KaXKIo-
ro poropa. CambIil «ObICTpBIii» poTop (KpaitHmii cnpaBa) Ry mepememascss Ha
OHY IO3UIIMIO HAa KaXKAoM Iare mudpoBanns. Kaxkaplit moysHblt 060poT ero Bbi-
3bIBAET MepeMellleHe Ha OIHY MO3MINI0 «CPeIHEro» poropa (LeHTpasibHoro) Ry,
IIOJIHBI# 00OPOT KOTOPOro, B CBOKO OY€pPENb, BLI3BIBAET MEPEMEIIEHNE Ha OIHY IIO-
3ULUI0 «M€JIEHHOrO» (KpaitHero jieBoro) poropa Ry . ®akTH4YeCKH 3TO 03HAYAJIO
peryJisipHoe, KaK B CYETYMKEe, BpalleHue POTOPOB («rpedeckue» poTopel § u 7,
KOTOpbIe ObLIM BBEAEHBI MO3AHEE, HE UMEJIM BO3MOXKHOCTH IT€PEMEIAThCH).

-




Havayo kpunroanajausa IHUTMbI
Marian .Rajewski, Jerzy Rozycki, Henryzk.

Alan Turing, Gordon Welchman, na



Fialka = ®uanka = Violet = M-125

Around 1965. P o
MUCH stronger than Enigma... ks
Used until 1987 in East Germany...

.l"

et *"’!'hn;) £

aleén

as Fialka Broken?

+ Israel have captured Fialka machines during the 6-day war in 1967 and
... nothing more was disclosed.

« Austria would intercept and decrypt a fair proportion of Fialka traffic
during the Cold War...
In the 1970s the NSA would build a supercomputer to decrypt Fialka

routinely



C. C. Toacro#




I'miaOepr BepHam -- UHHXKeHep aMepUKAHCKON Tejie()OHHOW U TeJierpapHoun
komnanuu. B 1917 rony pazpadoras teseraiin, 4To0bIl OH MOI' pa00TATh B pPesKUMe
OH-J1alH HudpoBaHue/pacumppoBanue. OTKPLITHIA TEeKCT ObLI BIEepBbIE
3akoaupoBan 0 m 1 ¢ mcnosab3oBaHueM Koaa bogo, B KOTOpoM KazKAbIH
NpeACTABJIEH S-0MTOBO MOCJIEI0BATEIbHOCTHIO.
HIugposanue B 3TON cucrteme BepHama npeacrasisijio cooou
nosuajpasuTHoro mudposanus Bukenepa. Kirou 0bl1 HA
JIEHTe KaK nmocJjeaoBareabHocTh O m 1.

OTKpBITBII TeKCT — nociaeaoBarejbHocTh 0 U 1 mo koay bojo,
HA mnepuoanyeckoM KJw4de onepanuedn XOR.
Oyma:kny10 JieHTy ¢ O M 1 1 cKJIeeHHBIMM KOHIIaM

Baudot code

A 00011 B 11001 C 01110 D 01001
E 00001 F 01101 G 11010 H 10100
I 00110 J 01011 K 01111 L 10010
M 11100 N 01100 0 11000 P 10110
0 10111 R 01010 s 00101 T 10000
U 00111 v 11110 W 11011 X 11101
Y 10101 Z 10001 LF 00010 CR 01000
4 11111 ! 11011 Sp 00100 00000
0 10110 1 10111 2 10011 3 00001
4 01010 5 10000 6 10101 7 00111
8 00110 9 11000 ? 11001 $ 01001
Bell 01011 ! 01101 : 01110 & 11010
# 10100 ( 01111 ) 10010 . 11100

01100 / 11101 : 00101 ; 11110




Teletypewriter

Baudot Plaintext

L

XOR

Ciphertext

Vernam and Mauborgne

00100
11101
00011
11011

Paper Tape

.



CIPHER PRINTING TELEGRAPH
SYSTEMS FOR SECRET WIRE AND RADIO
TELEGRAPHIC COMMUNICATIONS

By G. S. VErRNAM'
Associate, A. 1. E. E.

Synopsis.—1'his paper describes a printing telegraph cipher
system dor 'l;-l during the Wao )llll r for the us fll \g l
o I L ULS Army. This ”l I iqn Ill it the sages

e lj' f n the lin ll //l er oy llll /a)
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and apparatus
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INTRODUCTION
HE purpose of this paper is to discass briefly cer-
tain methods for obtaining secrecy in connection
) with messages sent by wire or racio telegraphy,
and to deseribe in particular printing telegraph cipher

systems that were developed for this purpose during
tha Warld War

RUNNING KEY CIPHERS

If the key used with this type of cipher is made
very long, so that it never repeats and if any portion
of this key 1s never used for more than one message,
the operation of “breaking’” the cipher becomes very
much more difficult. If, now, instead of using English
words or sentences, we employ a key composed of
letters selected absolutely at random, a cipher system
is produced which is absolutely unbreakable.




B.A. KorenbHUKOB
ABTOp «TeopeMbl KOTEeIbHHKOBA)

( 1932 F.) Bnagumup Anexcannposuu KorenbHukos
(06.09.1908 —11.02.2005)

OnHopasoBble KiIw04M -- Otyer 19
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Communication Theory of Secrecy Svstems”®

By C. E. SHANMNON

1 INTRODUCTION AND SUMMARY

The problems of cryptography and secrecy systems furnish an interesting ap-
plication of communication theory!. In this paper a theory of secrecy systems
15 developed. The approach is on a theoretical level and is intended to com-
plement the treatment found in standard works on eryptography”. There, a
detailed study is made of the many standard types of codes and ciphers, and
of the ways of breaking them. We will be more concerned with the general
mathematical structure and properties of secrecy systems.

The treatment is limited in certain ways. First, there are three general
types of secrecy system: (1) concealment systems, including such methods ”[nfOrmation is
as invisible ink, concealing a message in an innocent text, orin a fake cov- -
ering cryptogram, or other methods in which the existence of the message the resolution of
15 coneealed from the enemy; (2) privacy systems, for example speach in- 2 ”
version. in which special ' i ir ' ; ; uncertalnly.

. pecial equipment is required to recover the message: (3)
“true™ secrecy systems where the meaning of the message is concealad by -Claude Elwood Shannon
cipher. code. etc., although its existence is not hidden. and the enemy 1s as- Father of Information Theory @IEEE
sumead to have any special equipment necessary to intercept and record the - )

Tran A'_'I'I'I'i ﬂlﬂl“' IT_'I L'r"l'lﬂ.l W= e A'_'i I'I Sl l"l'l'l.l r 1‘1'Iﬂ ‘|‘11'i I'I'I eyl T N ) b P ﬂﬂ‘l'l'l'l art ewratear are

* The material i this paper appeared 1n a confidential report “A Mathematical Theory of Cryptogra-
phy” dated Sept.1, 1946, which has now been declassified.

' Shannon, C. E., “A Mathematical Theory of Communication,” Bell System Technical Journal, July
[948, p.379; Oct. 1948, p.623.

* See, for example, H. F. Gaines, “Elementary Cryptanalysis.” or M. Givierge, “Cours de Cryptogra-
phie.”
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Phrase Codeword

HIndgposanue B 1Ba ITaNAa
KonoBasi Tabmma

Contact 7652
KoMOMHanua KoaoBou endspell 1653
Ta0AMIbI 1 MUPPOBAHUA B 3 :
pay 6781
peKuMe 0IHOPA30BOIo ; :
0JI0KHOTA spell 5411

konheim delivered report about rockets

|

Teacher delivered report about grades
_—

7394 2157 1139 3872 2216
73942 15711 39387 22216

I1647l 56328 29731 35682 23798 46659-
ey



3ayeM 3TO HYKHO?

IIpo0Jema pacnpeaeieHUsI CEKPETHBIX KJIIO
LEHTPAJbHAA NpPodjaeMa B K




IleJib KBAHTOBOIO paclpeae/eHus KInYen —

CO31aHUE CETEBOU IMOJTHOCT

ABTOMATH3UPOBAHHOU CUCTEMBI C
KJIIOYeii 0e3 yJacTus omeps:

(ImocJjie 3amycKa CUCTEeMbI YeJI0BEK

HMeeT J0CTYyIAa K KJIKYaM, UC

IS U@ POoBaHMA)




CexkpeTHbIi KJIKY




|(M;C)=H(C)—H(C|M)=0
p(c|m) = p(c)

c=m®k

m=c®k =(mak



KBanToBas kpunrorpagus = KBaHTOBOEC pacnpenejieHue
kJaden = CorjiacoBanue CJAOy4YaruHbIX
MOCJIE0BATEIbHOCTEH

AJdnca
O " s
KBAaHTOBBIIT KAHAJI
1 OTKPBITHIN
0
0 RKiaaccnuecknil KAHAJ

OTRPLITBIN, AYTeHTH'IHLIN




JJeMEHThI CHCTEeM KBAHTOBOM KPUNTOrpadum:

1) ®usnyeckuil reHepaTop (KBAHTOBbIN) UCTUHHO CJOAYYAUHBIX
0CJIeI0BATEIHLHOCTECH.

2) IIpoTokoJ — HA0OP AEUCTBUU, 10 KOTOPHIM

COnocTaBjJasAl0TCA KBaHTOBBbIE cocTosiHuA. [IIEHTPAJI
MOMEHT - JOKA3ATEJIIBCTBA CEKPETHOC

4) CxkaTve OYMILIEHHBIX KJIKYel — YCUJIEHHE Ce
YHUBEPCAJbHBIMHU Xell-(PyHKIUAMM.



Kak 310 padoTraer — Kparko o01iue NpUHIHIIbI

DyHIaMEeHTAJbHbIE 3alIpeThl KBAHTOBOM
MEXAHUKH.

1) Hen3BecTHOE KBAHTOBOE COCTOSIHHE
CKOIUPOBATH (C BEPOATHOCTHIO €AUHH

2) JI1000e u3mMepeHne ¢ meJabio OTINY
KBAHTOBOE COCTOSIHME OT APYIroro u
cocTosiHMEe. BaKHO -- BO3MYIIICH
rapaHTHPYeETCs AJIsi HEOPTOrOHAJb
KBAHTOBBIX COCTOSTHUM.




IleJib KBAHTOBOIO paclpeae/eHus KInYen —

CO31aHUE CETEBOU IMOJTHOCT

ABTOMATH3UPOBAHHOU CUCTEMBI C
KJIIOYeii 0e3 yJacTus omeps:

(ImocJjie 3amycKa CUCTEeMbI YeJI0BEK

HMeeT J0CTYyIAa K KJIKYaM, UC

IS U@ POoBaHMA)
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Free-Space Quantum Cryptography Using Multiphoton States:
Secure Key Distribution fo Satellite$
S. N. Molotkov

Institute of Solid State Physics, Russian Academy of Sciences, Chernogolovka, Moscow oblast, 142432 Russia
Moscow State University, Moscow, 119899 Russia
e-mail: molotkov(@issp.ac.ru
Recerved March 3, 2004

IOP Publishing | Astro Ltd Laser Physics Letters

Laser Phys. Lett. 11 (2014) 065203 (5pp) doi:10.1088/1612-2011/11/6/065203

Letters

Relativistic quantum cryptography

| V Radchenko!, K S Kravtsov!, S P Kulik? and S N Molotkov**>

A.M. Prokhorov General Physics Institute RAS, Moscow, Russia
Faculty of Physics, Moscow State University, Moscow, Russia
Academy of Cryptography of Russian Federation, Moscow, Russia
Institute of Solid State Physics, Chernogolovka, Moscow Rgn., Russia

Faculty of Computational Mathematics and Cybernetics, Moscow State University, Moscow, Russia
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Alice Bob

Steering platform Free-space communication channel Steering platform
% A 'L B #
Piezo actuator — | Piezo actuator

Steering mirror ——— ~————Steering mirror
Beamsplitter - =\ T AT T —.” /..-_‘__._._.-—-—-—Dichroicmirmr
T ] f_ [ 1 - 1
B Bandpass filter
Beamsplitter — [ 780nm

Bandpass filter

1‘-‘1-"""‘-—-.
(%_-:::jﬂ H'(_ "“mﬁ 850nm
pa

Bandpass filter | >

"‘--.._‘___“-‘_ .
a5 - | Beamsplitter

—_—

- Tracking laser

Tracking laser 350nm

850nm ——— 5 |l

Quadrant
detector

Quadrant

detector

N
LI

APDI1

Quantum transmission (780 nm)
-

B54

U Quantum transmission (780 nmy

ﬂ

ATT1

Phase M - phase modulator
modulator E; ATT - variable attenuator
BS - PM fiber coupler
M1 APD - avalanche photodiode

CW external |

_____ cavity laser




FIG. 3: Station Alice: a tripod 1
tracking platform and a box with fi
all electronics.

Raw key size, kbit (cumulative)

00:00 00:15 00:30 00:45 01:00 01:15

Time (hours:min)
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##F 14:27 152 #EFSRA4FRRAS388S
*Series #1 (10000000 @ 3.20 kHz)*
### 14128127 ###8S40888A0E84
APDCoOUnts = 43334 (52453) APDcounts efficiency = 4.33e-03 (5.25e-03)
Ccounts@bases = 1741 (1925) Counts@bases efficiency = 1.74e-04 (1.93e-04) rawkey = 1741
secret bits efficiency = 6.22e-05
Key Estimation:
errqg = 2.2% Raw(1741)-Qerr(24.1)-errcorr (1094.9)=5ecret(622.0)
Averaged Key Estimation:
errg = 2.19% (real=4.48%) secret part = 6.22e-05

Raw key = 1741, Secret ke¥ = 622.04, Rate = 268.51 bit/min
Accepted series #1. Accumulated key: raw(1741) Qerr(24) ErrCorr{1095) Secret(822)
### 14128127 ##RSSFARRRARREA
1741 raw bits for 622 key have been successfully generated in 2.3 min!
Reconciliation start.
### 1412844 #ESREARAREARSS
ErrQ = 4.1% (2.2%) bits removed = 941 (109%)
### 1412844 #ERRSHARREAREEES
Keys (800 bits) have been successfully reconciled in 17.1 sec!
qQuantum part to remove = 24 bits. 776 secret bits remain. Keys have truncated to 768 bits.
Key stat tests start.
Key stat tests failed! Keys discarded.
========= Connection to Bob #1 : OK.

#pre-series checks®
Temper ature measurement
Laser T = 25.0C, APD T = -50.0C, OK!
APD dark counts measurement
park counts rate = 3.70e-06, OK.
APD flare measurement
Flare = 4.80e-06 Interference min = 9.40e-06 Aggregated min = 4.09e-03
APD&PM1 delay adjust
APD delay has changed from 269350.74 to 269350.89 ns. Smax = 28.1
PM1 delay has changed from 269278.96 to 269279.08 ns.
Interferometer balance chec
smax = 28.1 smin = 8.00e-02 Interference visibility = 0.9943
PC3 balance for max with APD
AL beginninE vl =17.0 V2 = 46.5 v3 = B.0, Smax = 27.8
Balance took 9.0 sec
rResult: vl = 19.5 w2 =44.5 w3 =7.5 5Smax = 28.3
Key Estimation:
errq = 1.8% Raw(1925)-Qerr(22.6)-ErrCorr (1180.4)=5ecret(721.3)
Power at Bob check
Power at Bob = 4.9e3 photons  Threshold set to 12.0e3 photons
PM 1&2 Random sequence load
### 14:30:35 #8048 S
#*Series #1 (10000000 @ 3.20 kHz)*
### 14:31:09 #E#FRFARFREERES
APDCOUNts = 39673 (52453) APDcounts efficiency = 2.97e-03 (5.25%e-03)
Counts@bases = 1546 (1925) Counts@bases efficiency = 1.55e-04 (1.93e-04) rawkey = 1546
secret bits efficiency = 5.46e-05
Key Estimation:
errg = 2.3% Raw(1546)-Qerr(23.5)-ErrCorr (976.8)=5ecret(545.7)
Averaged Key Estimation:
errq = 2.27% (real=5.50%) secret part = 5.46e-05

Raw key = 1546, Secret key = 545.66, Rate = 235.54 bit/min
Accepted series #1. Accumulated key: raw(1546) Qerr(24) ErrcCorr(977) Secret(546)
### 14:31:09 ##REFERERRERIREE
1546 raw bits for 546 key have been successfully generated in 2.3 min!
rReconciliation start.
### 14131127 #RSRSAEREERE
ErrQ = 5.2% (2.3%) bits removed = 914 (977)
##E 1413127 #ERERERERRARRRRE
Keys (632 bits) have been successfully reconciled in 18.0 sec!
qQuantum part to remove = 24 bits. 609 secret bits remain. Keys have truncated to 512 bits.
Key stat tests start.
Stat tests succeeded! Keys were cooked in 2.6 min. Keys are ready to use.
Connection to Bob #2 : OK.




time(h) ser T(C) DCR(cpp) FCR(cpp) dt(ns) Visty Bal V1 V2 V3 Smax kHz P@Bob Ngiant Eff@counts Eff@bases Err(%)Real Raw(b) Estm(b) Rate Fails Nst(min) Raw Estm Err(%) Pure(b) Quant(b) Secret t(min) key#

36.6 12.4 63.0 36.9 100 03 3.81e-04 2.16 3.21 1903 692.4 500.5 1.4 1903 692 2.97 984 16 969 1.7 22

0.000 1 -50.0 1.70e-06 1.70e-05 +0.59 0.9930 O 57.5 185 44.0 37.4 10.0 1580 O 1.12e-02 4.14e-04 1.54 1.93 2071 8234 5952 0 1 1.4 2071 823 3.39 1024 14 1010 1.7 1
0.119 1 -50.0 2.80e-06 1.92e-05 +0.69 0.9945 0 56.0 21.0 47.0 36.9 10.0 16.20 O 1.10e-02 4.18e-04 1.72 2.34 2091 806.4 590.0 O 1 1.4 2091 806 1.91 1216 15 1201 1.7 2
0.194 1 -50.0 2.90e-06 2.34e-05 +0.73 0.9941 0 58.5 17.5 50.0 37.5 10.0 1580 O 1.10e-02 4.27e-04 2.05 2.57 2136 788.2 569.8 0 1 1.4 2136 788 2.84 1120 16 1104 1.7 3
0.268 1 -50.0 2.90e-06 2.36e-05 +0.72 0.9952 0 59.0 21.5 51.0 37.1 10.0 16.20 0O 1.00e-02 3.92e-04 2.24 3.06 1962 707.6 517.8 0 1 1.4 1962 708 3.25 984 16 968 16 4
0.342 1 -50.0 3.80e-06 2.32e-05 +0.75 0.9798 1 55.0 23.0 53.0 37.3 10.0 16.20 O 1.05e-02 4.03e-04 2.15 2.58 2013 7334 1654 0 1 4.4 2013 733 256 1088 16 1072 48 5
0.467 1 -50.0 4.00e-06 3.04e-05 +0.78 0.9934 1 51.0 21.5 52.5 37.1 10.0 16.20 O 1.05e-02 4.25e-04 2.66 2.59 2125 738.0 167.7 0 1 4.4 2125 738 3.06 1088 19 1070 4.7 6
0.591 1 -50.0 4.10e-06 1.70e-05 +0.77 0.9941 0 50.5 18.0 54.0 37.0 10.0 1580 O 1.11e-02 4.28e-04 1.49 2.43 2138 858.1 6279 0 1 1.4 2138 858 431 960 14 946 1.7 7
0.665 1 -50.0 3.00e-06 1.94e-05 +0.71 0.9913 0 52.0 17.0 52.0 37.4 10.0 16.20 O 1.16e-02 4.48e-04 1.62 1.56 2240 878.2 642.6 0 1 1.4 2240 878 2.29 1248 15 1233 1.7 8
0.739 1 -50.0 2.10e-06 2.10e-05 +0.86 0.9940 0 49.0 16.0 56.0 37.3 10.0 1580 O 1.06e-02 4.05e-04 1.94 2.96 2026 757.2 554.1 0 1 1.4 2026 757 5.18 832 16 817 1.7 9
0.813 1 -50.0 2.50e-06 1.92e-05 +0.90 0.9962 0 49.0 17.0 56.0 37.4 10.0 16.20 0 1.07e-02 4.07e-04 1.77 2.45 2037 780.0 570.7 0 1 1.4 2037 780 3.84 960 15 945 Key stat tests failed!
0.843 1 -50.0 2.90e-06 1.84e-05 +0.85 0.9919 0 48.0 145 54.0 37.2 10.0 1580 O 1.15e-02 4.32e-04 1.60 2.13 2162 8514 6154 0 1 1.4 2162 851 1.75 1280 15 1266 1.7 10
0.917 1 -50.0 3.20e-06 2.06e-05 +0.89 0.9957 0 49.5 11.0 56.0 37.3 10.0 15.80 O 1.06e-02 4.08e-04 1.89 2.20 2041 768.0 561.9 0 1 1.4 2041 768 1.47 1248 15 1233 Key stat tests failed!
0.946 1 -50.0 2.20e-06 1.72e-05 +0.89 0.9930 0 46.5 11.0 55.5 37.2 10.0 1580 O 1.09e-02 4.14e-04 1.56 1.88 2072 821.2 6009 0 1 1.4 2072 821 3.69 992 14 978 16 11
1.020 1 -50.0 1.80e-06 1.58e-05 +0.93 0.9946 0 49.0 13.0 56.5 37.4 10.0 1540 O 1.15e-02 4.34e-04 1.37 1.89 2168 892.7 661.3 0 1 1.4 2168 893 3.82 1024 14 1011 1.7 12
1.094 1 -50.0 2.90e-06 1.66e-05 +1.03 0.9945 0 53.0 17.0 53.5 37.6 10.0 1580 O 1.12e-02 4.42e-04 1.41 2.13 2210 902.1 660.0 0 1 1.4 2210 902 3.16 1120 14 1106 1.7 13
1.168 1 -50.0 2.60e-06 2.56e-05 +1.02 0.9941 O 55.0 13.5 52.5 37.2 10.0 1580 O 1.16e-02 4.44e-04 2.15 1.44 2220 809.6 5924 0 1 1.4 2220 810 467 960 17 943 1.7 14
1.242 1 -50.0 2.00e-06 2.90e-05 +1.11 0.9919 0 51.5 13.5 56.0 37.5 10.0 1540 O 1.10e-02 4.09¢-04 2.63 2.10 2046 711.7 527.2 0 1 1.4 2046 712 2.71 1088 18 1070 1.7 15
1.316 1 -50.0 2.90e-06 2.64e-05 +1.20 0.9978 1 48.5 17.5 55.0 37.6 10.0 16.20 O 1.15e-02 4.25e-04 2.31 1.98 2125 761.5 169.2 0 1 4.5 2125 761 3.93 992 17 975 4.8 16
1.442 1 -50.0 2.90e-06 1.36e-05 +1.24 0.9978 0 48.1 16.4 56.5 37.1 10.0 1580 0 1.13e-02 4.27e-04 1.20 1.22 2136 916.7 6708 0 1 1.4 2136 917 2.84 1120 13 1107 16 17
1.516 1 -50.0 2.20e-06 1.52e-05 +1.28 0.9935 0 49.1 11.9 59.0 37.3 10.0 16.20 0 1.08e-02 4.08e-04 1.40 2.15 2042 835.1 611.0 0 1 1.4 2042 835 1.26 1280 14 1267 1.7 18
1.635 1 -50.0 3.80e-06 1.40e-05 +1.27 0.9913 0 45.6 15.4 63.0 37.4 10.0 1580 0 1.18e-02 4.41e-04 1.20 1.27 2205 947.4 693.2 0 1 1.4 2205 947 3.98 1024 13 1011 1.7 19
1.793 1 -50.0 3.60e-06 2.46e-05 +1.36 0.9925 1 44.1 11.9 62.0 37.3 10.0 16.20 0 1.12e-02 4.21e-04 2.18 1.57 2106 7653 170.1 0 1 4.5 2106 765 0.92 1376 17 1360 48 20
1918 1 -50.0 3.40e-06 2.00e-05 +1.45 09929 0 39.6 14.4 64.5 37.1 10.0 1620 0 1.14e-02 4.44e-04 1.69 1.98 2219 860.5 629.6 0 1 1.4 2219 861 4.04 1024 15 1009 1.7 21
2 1 -50.0 3.70e-06 2.20e-05 +1.6° 1935 0 1 0 1
1

-50.0 4.00e-06 1.34 19.6 16.4 62.5 37.3 10. 1e-04 1.16 1.43 2171 941.1 688.6 941 3.26 1088 13 1075 1.7 23
0.0 3.00e-Of 17.4 61.5 37.5 1.20 1.55 2317 994.1 71 83 1216 14

2170 893
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AKTHBH&H CT&GHHHB&HHH ONITUYECKOU YaCTU B BOJIOKOHHON KBaHTOBOI
Kpunrorpadpun
K. A. Bagpirnnt, A. H. Kmuvost*, C.I1. Kyankxt, C. H. Moorkop™°V?!)
T ®usmyecknit haxyasrer MI'Y mum. Jlomonocosa, 119991 Mockpa, Poccast
*Uncruryr obmeii dusaxn PAH mar. ITpoxoposa, 119991 Mocksa, Poccus
* HacratyT ¢pusakn TBepgoro teada PAH, 142432 Yeproromoska, Poccra

“ Argamemua kpanTorpacdan Pd, 121552 Mockga, Poccrg

V @axyisrer BerapcanTensHol Matematuky u kunbeprernxn, MI'Y mu. Jlomornocosa, 119991 Mocksa, Pocenst

Q@

5
A AP AA——AA

L R L RI |LR
A A —— A A

R LI |R L

Puc. 1. @yHKnuoHa IbHAS cXeMa JIBYXIPOXOAHOil cucTeMbl KBaHTOBOIT Kpuntorpadun: L — mazep, BS — ceeronemmrenn, PC1-
PC3 — tpexkananbuble KoaTposuteps! noasipuzammn, PF1, PF2 — nonapuzanmmonusie huwiastper, PM1, PM2 — dhazossie momy-
asgTopel, APD — onnodoronnsnii napuanstit gerektop, PIN — knacenuecknit dporogerektop, M — BosokonHoe 3epkaio, Att —
MK TPOHHO-VIpaBisieMbrii arrenoarop, QC — Bonokonnast nunmst cesau, DL — jgunms sanepkku, Comm — BOJOKOHHBIH
KOMMYTaTOP /17151 TIepeK/II0UeHHs] MexK 1y Nepejatornieii ctanmueii (Alice) n pasamanbiMu KinenTamu (Bob)

e —




LAVBEORE!
Yupasiienne pacrpegejieHHOI narepdepeHneii B
B OJJHOIIPOXO/HOI cHCcTeMe KBaHTOBOIl Kpumnrorpadun
K.A.Banwrua!, A.H.Kanvor'?, C.ITL.Kymux!, C.H.Moaorkoe®*®
L@usunecxut garyarvmem MI'Y umenu M. B. Jomonocosa, Mockea, Poccus
2 nemumym obweti gusurxu umenu A. M. Ipoxoposa PAH, Mocksa, Poccus
SUOTT PAH, Yepnozoaosxa, Mock. o6a., Poccus
1 Axademus Kpunmozpaguu Poccuiickoti @edepayuu
S Daxyavmem SvHUCAUMEADHOT MAMEMATMUKY U KUbEPHEMUKY
MI'V umenu M.B./ITomornocosa, Mocksa, Poccus

A nnoraiiusa

[TponemoncTpupoBano yupaejienne HaTepdepeniueil B IBYX pasHeceHHLIX BOJOKOHHBIX HHTepdepoMeT-
pax Maxa-Ilannepa (MII) n noggep:kanne BHAHOCTH Ha YPOBHe OJIM3KOM K HJEAILHON B OIHOIPOXOIHOL
cHCcTeMe KBaHTOBOH KpunTorpadii HellocpPeJACTBeHHO B IIPOIecce pacipe/ie/eHns Kiotwett IpH JJInHe THHAR
B 50 kM. [Tokazamo, 1T0 OTK/IOHEHHe BHIHOCTH OT HACATILHON OJHO3HAYMHO CBS3aHO ¢ PErHCTPHPYeMoii pas-
HOCTBIO THCJIA HyJell 1 eJIHHUI] B CBIPOM (IIPOCESTHHOM ) KJTI0'e. DTO HO3BOISET OCYHIeCTRISTE OalaHCHDOBKY
naTepdepoMeTpa TOILKO B KBa3HOIHOMOTOHHOM pesKnMe Oe3 IMpephIBaHus Hepeaatn KIovel, Heloib3y
pPasHOCTE THCJA HyJIell 0 e JHHAI B CBIPOM KJTIOYe, KaK cHrHaJ omubKH. [IpemokennbIil moIxon cokpamaer
BpeMst HAJAHCHPOBKH H, KPOMe TOTo, He TpebyeT JIOMOJHUTE/ILHBIX 0OMEHOB 110 OTKPLITOMY KaHAJY CBSI3H.




O mporuBoeiicTBUN aTake ¢ APKUMU COCTOSHUSIMHA B ABYXIIPOXOIHOI
crucTeMe KBaHTOBOII KpunTorpadun

K. A. Bammrua™t, A. H. Kmavos™™, A. B. Kopoaskos™, C.I1. Kymmk ™, C. H. Mororkop™°V?!)

t Ousuaecknit ¢paxyaerer, MI'Y nm. Jlomorocosa, 119991 Mocksa, Poccrs
* HacraryT obmelt chasarn PAH my. IMpoxoposa, 119991 Mocksa, Poccrs
“ Aragemuss Kpanrorpagmn Poccufickoit @enepammn, 121552 Mockga, Pocons
“HactuTyT chusurn TRepgoro Tera PAH, 142432 Yeproromosra, Poccrs

V @akyaeTeT BEMMHCIRTETBHON MaTeMaTurkn i kubeprernkn MDY mu. JlomornocoBa, 119991 MockBa, Poccns

- o
: HV
Ri‘?m Client DL (a) () T oG-
Ad-—— Al pp M| 7N by e
T Bs 2% N - FPGA

LR L R [Hev H S~ g '
R L T R L ._f 1'_ Bright pulse _I InGaAs V T = PG2

To server APD control&sinchro APD Cha;gn:: sﬁﬁeggatur Th2»{ €2

Puc. 1. (a) — Binok-cxema kimenTa ¢ konTposeM sipkux ummyiabeos: L(R) n R(L) — mapa Bxonnbm KiaccHYecKHX MMITYJILCOB
1 ociabieHHBIX KeaszuoaHogororabx, APD — naeunneit dorogmon, BS — BosokoHHEIT cBeTomenTenb, Att — MemIeHHBIT
BOJIOKOHHBIH aTTeHioaTop, DL — Bosiokonnas muans sanep:xku, PF — nongpuzammonnstii huabrp, PM — daszossrii MmomgyasTop,
M - Bosokonnoe zepkaso. (b) — Biok-cxema nerekTopa BXOIHEIX UMITYILCOB V KianeHTa: APD — napmunbit dorognon, HV —
Hanpsizkenne cMmemennsi, Charge Integrator Amplifier (CIA) — sapsinoBo-uyBeTBHTenBHEBINH yennTeab, Thl, 2 — HezaBucumMo
BBICTABJISIEMBIE TTOPOT'H T'eHePAIHH CHHXPOUMITYILCOB H JIeTeKTHPOBAHUS ApPKUX uMnyiscoB, Cl, 2 — kommapatopsr, PG1, 2 —

oxnoeudparope;, FPGA — IL/INC iHiorEaMMHB;emaﬂ Jlornueckast Murerpansnas Cxema
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KBaHTOBbI KaHan (OB3)

CuHxpoKaHan (OB4)

[l

BblgeneHHble onTUYECKNe IMHUN

TpaHcnopTHbIN KaHan (OB1)

Il

[l

Cepsep
KBaHTOBOro
pacnpeaeneHus
Katouei
KsaHTOBO-
—{ 1 kpuntorpaduueckuin [ :
wudparop (Nel)
2
FeHepaTop
TpaduKa
(npuemHuUK)

CKOo/1KOBO

[N

KnueHt
KBaHTOBOrO CepaucHbIi
pacnpeaenexus HOyTOYK

Knouen

B
L‘g on

2
o
i

2

KBaHTOBO-

[27] kpuntorpadmuecknii

wudparop (Ne2)

HoyT6yK

ynpasaeHns
reHepaTopom

M10

lFeHepatop Tpaduka
(ucTouHMK)




HaunOoJs1iee mimpokoe NpuMeHeHUe CJay4YanHbie
YUCJIA HAXOAAT B Kpunrorpaguu. CiyyanHbie
OCJIeI0BATEIbHOCTH UCIIOJIb3YIOTCH 1S
CEKPETHBIX KJIKYEeH B CHCTEMAaX CHMMETPUYHOIO
mu@poBanus, reaepanuu napoJien, PIN ko
PA3JIUMYHbIX TUIOB IMJIACTUKOBBIX KapPT, KOIO
AayTEHTU(PUKAUM, BEPOSITHOCTHBIX AJITOPUTMOB
CHCTEM KBAHTOBOI'0 pacnpeaejJeHus KIAYeH.

IIpaKTH4YeCKH AJIsl BCEX YIIOMAHYTHIX IP

TPEOYIOTCS CAYUYAMHbIC YHCJIA, I0JYUYEHHbIE
UCKJIIYUTEIbHO ¢ (PU3NYECKUX rengpaTopOBzé‘.

r.
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O1eHka cpegHero uncjaa (poToHOB Ha NHUKceJ. [[okaxkeMm, 9To reHepaTop jeficTBUTEIHHO paboTaeT
B KBaHTOBOM pezkuMe. OueHuM cpejanee dynco poronos, najamoiux Ha SiPM. Peanbno nabiojiaemoii
BEJIMYUHOI SIBJISIETCS BEPOSITHOCTL OTcUeTa 3a ofuH TakT P(x) = 0.207. lannas BeposTHOCTHL paBHa
P(x) = p-n- Npie, 0 — cpejiHee uncio (hoTOHOB Ha ojuH nukcesa B SiPM 3a oaun Takt, 77 =~ 0.1 —
KBaHTOBas 3(M@eKTUBHOCTh MHKcena, Ny, = 2880 — unco mukceseii B MaTpulle. B urTore nosaydaem
o= np l.&:zc ~ 0.7 -107% [(dboroHoB) /(B TaKT Ha MHUKCeN)|, T.e. IPUXOJUTC MeHee ThICsTIHOM (hoToHA
Ha nukces. HamoMuuM, 9TO IS KOMepeTHOT'O COCTOSHHS € IYaCCOHOBCKON CTATHCTHKON BEPOSTHOCTD
MOSIBJIEHUS OHOTO (POTOHA P(n =1)=e u = p (p < 1), COOTBETCTBEHHO, BEPOSITHOCTD TIOSIBIICHUS
JBYX otoHoB P(n=2) =e¢ F”‘— ~ 2.5-1077. TakuM 00pa30M, peajn30BaH IPaKTHIECKH OJTHO(OTOH-

HBIiT peKIM.>
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U CTHHHO ciiyyarHass OMTOBAsI
nocjaeaoBareJbHOCTHL O 1 1.

Pr(0)=Pr(1)=1/2,
1lo3unuu HEeKOppPEJIUpo
JIerko chpopmyiupoBaTs HA HHTYUTHB

HO CJI0KHO HAUTH UCTUHHYIO cnyqan
T10Ka3aTh 3TO, 3(])(])eRTnBH0



Information is inevitable physical
Rolf La

the phrase can be conti

Randomness is also inevitabl



U CTHHHO ciiyyarHass OMTOBAsI
nocjaeaoBareJbHOCTHL O 1 1.

Pr(0)=Pr(1)=1/2,
1lo3unuu HEeKOppPEJIUpo
JIerko chpopmyiupoBaTs HA HHTYUTHB

HO CJI0KHO HAUTH UCTUHHYIO cnyqan
T10Ka3aTh 3TO, 3(])(])eRTnBH0



I eHepaToOpbI CJIYYAUHBIX YHCEJ — MATEMATHYECCKHE
-- HEKOTOpPOE PeKypPCHUBHOE IPeodpa3oBaHue

X(n+1)=F(X(n))=F(F(F...(X(0

JlaroT nceBI0CTyUYaMHYIO IMOCJIE/I0B
3Has 3aTpaBouHoe X(0), 3Ha



PDOusnyecKue reHepaTopbl CIAYYANHbIX YU CEJT —
U3MEPEeHME HEKOTOPOro (pM3n4ecKoro npoimecca
(cucTeMsl).

Kiiaccnueckue reHeparopbl — CUCTEMA “KUBE:
3aKOHAM KJIACCHMYECKOH (PU3MKHU. IBOJJIOIU
onpenesasiercsi HA4aJdbHbIMHU YCJIOBUSIMH -- TaK

i W —. N

BbIJIAIOT IICEBIOCIYYaliHbIE MOCJIeA0BATEIbHO

KBaHTOBBIE reHepPaTophbl -- H3MEPEHNE KB;

CHCTEMBbI KaK/AbIA Pa3 NIPUIOTOBJICHHOM B O/

TOM K€ HA4YAJbLHOM COCTOSIHMHM 1aeT
HIMNUAJHLHO HeMpeacKas




UcTHHHAA CAYYANHOCTD €CTh TOJbKO B
KBAHTOBOM 00J1AaCTH.

Ha¥T Takou nmpouecc, y3HATh CKOJIE
B HCM UCTUHHOM CJIYYAaUHOCTH
BBITSAHYTh U3 HEro 3 MeKTUBHO ¥
CJAYYANHYIO NMOCJIEA0BATEIbHOCTH

Kakou “JIuHeru Ko’ U3MEPATH
CJAYYAMHOCTH B (QU3NUYECKOM MPOIIECCE



The absence of evidenc
IS not evidence of abse

OT1cyrcrBHe J0Ka3aTe
He eCTh J0Ka3arTeJl
HOBHOC



Jlocka I'aabTOHA --
KJIACCUYCCKUM MPUM
KJIACCUYECKOU He CJAYYAUHO
(TIceBaOCTyYAMH(




IIpy peaju3anuu KBAHTOBLIX I€HEPATOPOB CJAYYalHBIX
yuceJl NPUHUUNMUAJIBLHO Ba’XKHO MMeEThb Mare
A0Ka3yeMbId, JKCIEPUMEHTAJBLHO peaju
POBePACMbIA NPOUECC HM3MEPEHUN HAJ CHUCTE
KOTOPOI0 reHepupyercs UCXOTHASA
MOCJIeI0BATEJIBHOCTh. JTO MO3BOJISIET ObIT
YTO NMPOUCXOKIACHUE CAYIANHOCTH ACHC
KBAHTOBYIO IIPUPOAY.




Heo0xoquMoCTh KBAHTOBOI0 reHepaTropa CJay4YaHbIX
yuceJa

KBaHTOBBIA reHepaTop CAYYAHHBIX YHCEJI

H1ll




DororpdexT, KorepeHTHOE COCTOSIHME, Jcl ot
Crarucrtuka Ilyaccona #
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NATURAL INHERITANCE

FRANUIB GALTON, F.R.S.

ATUTHOR OF
“HEREDITARY GENIUS," **INQUIRIES 1¥T0 HUMAN FACULTY, ETC.
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Various Techniques Used in Connection With
Random Digits

By John von Neumann

pseudo-randont. A simpler process suggested by
Dr. Ulam is to use the mapping function
f(-l:):fl:r(lma:). If one produces a sequence {z}
‘n this manner, 2., is completely determined by
2, so that independence is lacking. Itis, however,
quite instructive to analyze the nature of ran-
domness that exists in this sequence. One can,
by an incomplete argumentation, apparently
establish one kind, and then see that in reality a
very different kind holds. First, let the relations
r,—gin® wa; define the sequence {a;} (each modulo
1). Since 2y, =4x,(1—z;), one sees that a;.1=20y
(modulo 1). The sequence {a;) is thus obtained
in binary representation by shifting the binary
number  ai=-B,8:8:8: . - . as follows: =
BaBsBs - s e ﬂff='ﬁiﬁi+1ﬂf+z <
C e It follows from the theorem of Borel
about the randomness of the digits of real
numbers that, for all numbers o except those
‘n a set of Lebesgue measure zero, the numbers
_ are uniformly ﬁist,ributecl on the interval (0,1).




Metoa ¢pon Hevimana,

KBaHTOBbIC FreHepaTOpPhl CAYYANHBIX YHCE,
ApudmMeTnyeckoe KOAUPOBAHME,
Tpeyroabnuk Ilackaus, yuciaa @uOOHAYYHA

001001 11 10 00

00 --
10,8 @
01 -2 i

=



ApudpmMernyeckoe KOAMPOBaHUe,
Tpeyroabhuk IackaJus, yucjia OudoHaAYYH
64 TakTa

001001111000..010011100 ---- 00000..00 0 (64

Bcero rakux nocJie10BaTeJibHOCTEN 26 -

1022-> 101 1012
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N | Haszsanue tecra JTOJIST TIOCJIe . | JTOJIST TTOCJIEeT.
M = 8000 M = 1000
L=1-10° L=2-108

1 | Frequency Test 0.9901 0.9880

2 | Block Frequency 0.9902 0.9886

3 | Cumulative Sums 0.9899 0.98330

4 | Cumulative Sums Reverse 0.9892 0, 9840

5 | Runs 0.9905 0.9330

6 | Longest Runs 0.9905 0.9886

7 | Rank 0.9929 0.9910

8 | FFT Fast Fourier Transform | 0.9888 0.9879

9 | Non Overlapping Template | 0.9899 0.9893

10 | Overlapping Template 0.9891 0.9867

11 | Universal 0.9987 0.9880

12 | Approximate Entropy 0.9874 0.9950

13 | Random Excursions 0.9883 0.9914

14 | Random Excursions Variant | 0.9904 0.9915

15 | Serial 0.9921 0.9360

. 16 | Linear Complexity 0.9901 0.9880 I
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3. Kak 310 padoraer — 0011He NPUHIAIbI

dyHaaMeHTaJbHbIE 3alIPeThl KBAHTOBOM
MeXaHHUKH.

1) Heu3BecTHOE KBAHTOBOE COCTOSIHHE

CKONMUPOBATH (C BEPOATHOCTHIO eIMHU

2) JI1000e u3mMepeHne ¢ meJabio OTINY

rapaHTUPYeTCH AJ HEOPTOTOHAJIBE
KBAHTOBBIX COCTOSIHUIA.



Caencrus 1Jis pacnpenaejeHuss CeKPEeTHbIX KIKYe.

1) JIro00e BTOp:KeHHE B KAHAJ CBSI3H NMPUBOJAUT K
BO3MYIIEHHI0 KBAHTOBbBIX COCTOSIHHIL, KOTOPOE
AeTeKTUPYETCH — MIPUBOAMT K OIMOKeE B MEPE
KJII0Yax.

2) Ommndka cBsi3aHa ¢ BepxHeii pyHAaMeHTaAJIbLHOM
rpaHuied nHpopManuu, KOTOpas yXOauT K
MOACJYIIMBATEII0 IPA JAHHOM HAOMI0AaeMon
BEpPOSITHOCTH OIIHOOK HA MPHEMHOH CTOPO

3) Ecau BepOSTHOCTD OIIMOKH MeHbIIe KPUTHYE(

BeJIUYHMHBbI, TO HHGOPMALIMSA MeKAY MepeaaTunKC

NPHUEMHHKOM 00JIbIIIE, YeM MEKAY MeperaTaIuKOM ¥

MOACTYIHBATEJIEM. Pa3HoCTE
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File Options Chat Help
- Critical Params -
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CxkaTue OYMIIEHHBIX KJIIOYEH

DvHRINA c/RaTHA (X)) - VHHBEpPCAJIbHAA XA I-(hVHRINA

g(X) - cayuaiiHag pyHKOuA (IM3BeCTHA BCeM, B TOM YIC/Ie H
MOJACAYINHBATE/II0) .

D x, a={0,1, ........0,0}

2) Peammsanmus: x, a-3siaemMenTbl GF(2"), a - cayuaiiHas
CTPOKA ONT JAJTHHbI N.

3) Yvmuokenne B GF(2) — r(x)=a*x(mod P(x)).
4) B3aTb OTCTATOK I’ CTAPIIHX OHT.
S) Karo1 JJaHHbI I.

IHommaombl ctemenn n<10 000.

X9998+X4“13+ 1
X9999+X2951+ 1
X1““““+X19+X13+X9+ 1




1)
2)
3)
4)
S)
6)
/)
8)
9)

10) PensiTUBHCTCKAsA KBAHTOBAsl KPUIITOT]

HpOTOKOJII)I N CCKPCTHOCTD.

BB&4.

B92.

SARG.

Decoy State.
Da30B0-BpEeMEHHOM.

DPS — Differential Phase Shift.
COW - Coherent One Way.
CW — ¢ HenpepbIBHBIMH NE€peMeHI
C penepHbIM COCTOSIHHEM.




Kak 310 Oyaer BbIIVIsiAeTH B Oyaylem —
Oyayiero y:ke sBHO NpOCMATPUBAIOTCS

KayecTBeHHBIH CKA4Y0K B TEXHOJIOIHY
nepexoa Ha HHTErpaJLHO-ONTHYE



Chip-based Quantum Key Distribution

P. Sibson,!* C. Erven,! M. Godfrey,! S. Miki,? T. Yamashita,? M. Fujiwara,® M. Sasaki,® H. Terai,?
M. G. Tanner,* C. M. Natarajan,* R. H. Hadfield,* J. L. O’'Brien,! and M. G. Thompson!: f

a P. MOD PH.RAND .M

6mm

TBS PH.DEC SPDs




Micius — Graz, Austria

Date ) Sifted key | QBER | Final key

06/18/2017 | 1361kb | 1.4% | 266 kb Micius — Xinglong, China

06/19/2017 | 711kb | 2.3% | 1g - Dater Sifted key | QBER | Final key

06/23/2017 | 700 kb 103 kb 06/04/20T/M279kb | 1.2% | 61kb

06/26/2017 | 1220 kb %~ 361 kb 25 06/15/2017 |60 | 1.1% | 141kb
06/24/2017 | 848 kb 1.1% | 198 kb

Micius — Nanshan, China I =)

T e —
Key QB
3 .

1O



Shared Key1

Binary View of
Orlglnal JPG File

Decrypted
JPG File

)f A
L/ J
Bitwise XOR - ,[ q Bitwise XOR
at Beijing ryp at Vienna

Blnary Vlew of
Original JPG File

Decpted
JPG File

Shared Key2



nature
PUBLISHED ONLINE: 31 MARCH 2013 | DOI: 10.1038/NPHOTON.2013.46 photomcs

LETTERS

Air-to-ground quantum communication

Sebastian Nauerth'*, Florian Moll2, Markus Rau!, Christian Fuchs?, Joachim Horwath?, Stefan Frick’
and Harald Weinfurter'?
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nature
photomcs PUBLISHED ONLINE: 21 APRIL 2013 | DOI: 10.1038/NPHOTON.2013.89

ARTICLES

Direct and full-scale experimental verifications
towards ground-satellite quantum key distribution

Jian-Yu Wang'?i, Bin Yang', Sheng-Kai Liao'?, Liang Zhang? Qi Shen', Xiao-Fang Hu', Jin-Cai Wu?,
Shi-Ji Yang?, Hao Jiang?, Yan-Lin Tang', Bo Zhong?, Hao Liang!, Wei-Yue Liu3, Yi-Hua Hu?,
Yong-Mei Huang?, Bo Qi*, Ji-Gang Ren', Ge-Sheng Pan', Juan Yin', Jian-Jun Jia?, Yu-Ao Chen’,

Kai Chen', Cheng-Zhi Peng'* and Jian-Wei Pan'*
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-1 Battelle USA

» World’s largest nonprofit R&D
organization

» Over 22,000 employees at more than 130
locations globally

- Requirement to protect mission critical
corporate, financial information &
intellectual property (designs, drawings,
etc)

- IDQ’s quantum cryptography used to
secure critical links between
headquarters in Columbus Ohio and
satellite office in Dublin Ohio

- By 2015 will connect Battelle building in
Washington DC with QKD-secured link

» Working with IDQ to develop trusted nodes
for increased distance of QKD

© 2014 ID Quantique SA, Switzerland | page 33 ID Quantique PROPRIETARY

o




2015: IDQ-Battelle quantum backbone far long-
term inter-datacenter security

Data centers
O Google
IBM
©  Microsoft
© Rackspace
Amazon

Notional buildout plan
Long-haul Phase 1

| 4951 HPhase 2
".\ ) _ : 19081 |4 Phase 3
Y - s o L} Metro QKD-nets
\ . Skm /
Baﬂeue N /" ./ ™>Columbus, OH QKD pilot network (showing four Battelle-IDQ prototype
e Business of Innovation: L P Trusted Nodes operating today) illustrates multi-access metro topology

(Bo

© 2014 ID Quantique SA, Switzerland | page 38 ID Quantique PROPRIETARY
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Tokyo QKD Network

NEC, Mitsubishi Electric, NTT, NICT, Toshiba Research Europe Ltd. (UK),
ID Quantique (Switzerland) All Vienna (Austria)

Koganei-1 Ocemachi-1
NEC-NICT "

~ (45 km, 13 dB) /ﬂ\

s 8
o3 g
=
I:E Otemachi Hakusan EE
=2 =2

O AliVienna " Toshiba(TREL) ' IDQuantique O
(1km, 0.5 dB) (45 km, 13 dB) (13km, 11 dB)

Koganei-3 Koganei-2 Otemachi-2 Hongo
Fig. 3 Topological Map of the Takyo QKD Netwark

—
—— . 17,4 KbpS
Friel Key O s
st ror

Network Layout

* Make use of JGN2plus
* Stzr network
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Server

Key distillation
board

Encoder
Decoder

4 APDs

Time-bin
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(3) Bias voltage tfor
the modulators

-Phatan count rate

[2) Temperature ot the FLC -Bit error rate
encoder/decoder



Korean government plan

[ Quantum R&D Testbed(~'15)]

[ Natlonal Admlnlstratlve Network '20)]

I( ) : Regional Network
i mm : Backbone

b (1 ':“ »J"" ol T, A
= SKT(Bundang) — KIST(Suwon) — NSTR(Seoul)

[ Quantum Backbone(~"17)]

Hetgs

= Tentative the number of nodes

Category # of node H| 11
:::':icnistration National wide office
P tor & . .
/| P::I)icseec;f:ce 2,264 National wide office
Y8 /Daejeon Post Office 3,562 National wide office

. Seoul Southern Gyeonggi-Sejong-Daejeon
» Extend to defense and financial institute

- Defense comm.: 516 nodes

- Financial Institute(1tier) 8275 nodes(incl. branches)




:\Chinese Trusted node Quantum network

* M Total Length 2000 km
W 2013.6-2016.12
M 32 trustable relay nodes
31 fiber links

B Metropolitan networks

| Beiing @

Existing: Hefei, Jinan

New: Beijing, Shanghai
M Total Investment: 560 M
RMB. Half by NDRC, Half by

Local government

M Customer: China Industrial &

Commercial Bank; Xinhua

News Agency; CBRC




. Geographic distribution of the Hefer-«Chaohu-Wuhu wide area QKD network. which
connects three cities — Hefel. Chaohu. and Wulm.




., Chinese Trusted node Quantum network




Proposals for guantum communication in
space

Single-uplink

Dual-downlink

A stronaut:
. Kuiper

2 s

Using a motorized
photo-lens-pod (existing) !
and a dedicated quantum
detector as “camera’.

l Integration time < 70 s H-'yaw
,g . /|\-,3 bitch
ISSorbit_ Atk T
s e s
4, ’::?;: roll

Simultaneous S ﬂq
optical downlink: NADIR
1400 km separation. minimal
‘L%
ho_@m/mm—-
5' 271‘51%1 etv‘al.. E lg;’op e T. Scheidl. E. Wille. and R. Ursin.
AR5 e ) New Journal of Physics. 15, 043008 (2013)

Rupert. Ursin@oeaw.ac.at - Institute for Quantum Optics and Quantum Information. Austrian Academy of Sciences




Telcordia Experience: Quantum Networks

LANL 2 generation fiber QKD system (F2) QKD Transmission through all-optical switches

Lo\il PO\;V&T IF(ﬁcatoF
on QKD Channel! MEMS

Cross-
' connect

[Alice] [Bob |

Pachs

Opfcal Areuit

JDMENS
Switch

LambdaRouter

QKD Transmissionthroughoptical switchesand ATDNet

2D MEMS Switch 10km 2D MEMS Switch

F3
BOB

Nooae ATDNet

ATDNet ¢ 5 R o, 7<
fiberpath & Se-fe il """\ QKD throughput

|0km ATRN.I Direct
& P S A

®

¥

TEC Cooled Single oua

modular interferometers Photon Detectors

l'lv 3

:
g 4 Tme!
PHM.I

Time
Ref: R J. Hughes and TF Chag .mn Imr«dmhon to Qu wlum Cryptography G = .
Optical Fiber Communications (OFC) Short Course, Los Angeles, CA H1§ LosAlamos Sl Telcordia

IARPA

Socret Bt Rate (bits/sec)
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2018, Nature
LETTER

https://doi.org/10.1038/s41586-018-0066-6

Overcoming the rate-distance limit of quantum key
distribution without quantum repeaters

Alice

1S

L_ona A ~

Bob




IMucbma B JRITP, Tom 66, Buin.11, cTp.736 - 741 © 1997r. 10 nexabpn

KBAHTOBAA KPMIITOTPA®NA HA KO'EPEHTHBIX
COCTOAHHUAX HA OCHOBE KBAHTOBOI'O KOMIIAPATOPA

C.H MoaoTkoB

HucTutyTt pusukn Teepaoro rena PAH
142432, Yepxoronoska, Mockobpckana 001., Poccuna

flocTynuna B pegakuuio 16 centabpa 1997 r.
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